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Introduction

Connect to your access control system from anywhere in the world with
Cansec's browser-based SmartLock Surf software. Whether you are working
from home, on the road, or just out of the office, SmartLock Surf keeps you
connected - all you need is internet access!

SmartLock Surf supports 4,800 users and up to 30 doors. Surf also supports
10 concurrent client connections, so up to 10 users can connect and manage
the access control system at the same time.

Using Internet Explorer, users can connect to a server computer running
SmartLock Surf from virtually anywhere.

Key Features

e Browser-based

e Supports 10 simultaneous client connections
e Connect to your system over the internet

¢ 4,800 cardholder/user capacity

30 door capacity

Real-time communications

Programmable access profiles
Programmable holidays

Automatic door unlock schedules

Extremely easy to learn and use
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Server PC Requirements

e Pentium 4, 1.2 GHz processor

o Windows® 2000, Windows® XP or Windows® Vista (32-bit)

e 256 MB of memory, 20 GB hard disk space

e Network adapter (if using Canlan network communications device)

e USB port (if using CLAUSB serial communications device)

e Static IP address

e Firewall open to port 80 and 5800 to incoming traffic from specified
local and remote access

Client PC Requirements

e Internet Explorer 7.0 or higher
e Internet connection
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Step 1. Software Installation

AR A e

Insert the SmartLock Surf software CD into the server PC's CD drive.

At the welcome screen, click Next.

Enter the software key that came with your CD.

Enter your company information.
Choose Complete Install.
Click Install to begin the installation.

Click Finish to complete the installation.

Step 2. Firewall

1. Go to Start > Control Panel > Windows Firewall.

2.

3.

Click the Exceptions tab.

"= Windows Firewall

General | Exceptions | Advanced

Windows Firewall iz blacking incoming netwark, connections, except for the
programs and services selected below, Adding exceptions allows some programs
ta wark better but might increase your security risk.

PFrograms and Services:

Bonjour

File: and Frinter Sharing

Meszage [uesuing

Microsoft Office Groave

Microsoft Office OneMote

Microzoft Office Outlook

Metwork Diagnostics for Windows <P
PraServer

Remate Assistance

1 Rermnta Mackton _
[ tddPogram.. | | AddPot. |[  Edt. |  Delete
Digplay a notification when Windows Firewall blocks a program
what are the risks of allowing exceptions?
ak. l ’ Cancel

Click Add Port...

[~ Cansec
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o NN

In the Name field, enter a descriptive name for the port.

Use these settings to open a port through Windows Firewall. To find the port
number and protocol, consult the documentation for the program or service you
want to use.

Name: \”Ei»mar-l-l_o.c.k Surf

Port number: ESBUU

®1ce OUpP

What are the risks of opening a port?

.

In the Port Number field, enter 5800.
Click OK to save the port changes.
Repeat the above steps for port 80.

Click OK to close the Windows Firewall window.

Step 3. Port Listening

Port 5800 is used by SmartLock Surf. If other applications are listening on,
or connected to port 5800, they must be closed. SmartLock Surf will not
function if port 5800 is not free.

1. Close Pro Server and Surf Server if running.

2.
3.

Go to Start > Run.

Type cmd and press OK.
Run

- Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

Open: | cmd v-‘

[ OK ][ Cancel ][ Browse. .. ]

[A) Cansec
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4. At the command prompt, type: netstat -a | find "LISTENING".

5. Press Enter.

6. A list of port numbers will be shown. If port 5800 appears on the list,

an application is listening on port 5800. SmartLock Surf will not

function until this application is closed.

C:\WINDOWS\system32\cmd.exe

Microsoft Windows

AP [Uersion 5.1.260801]

(C> Copyright 1985-2081 Microsoft Corp.

C:\Documents and Settings\Heather.Scott>netstat —a |
thttp
epmap
tmicrosoft—ds
:1048
:10857
:1861
:20082
:2103
:2185
:21087
:58008
59008
:13531
tnethios—ssn
cansec—pch5:

cansec—pc@5:

ICP

cansec—pcBhs
cansec—pcBS
cansec—pcB5
cansec—pcB5
cansec—pcBh5s
cansec—pcB5
cansec—pcBh5
cansec—pcB5
cansec—pcBS
cansec—pcBS
cansec—pcB5s
cansec—pcB5
cansec—pcBhs
cansec—pcBS

find

cansec—pch5.cansec.local:@
cansec—pcB5.cansec.local:@

cansec—pcB5

cansec—pcB5. c
.cansec.local:

cansec—pcBSs
cansec—pcB5
cansec—pcB@S

cansec—pcBS.cansec.local:@ LISTENING
cansec—pch5.cansec.local:@ LISTENING
cansec—pcBS5.cansec.local:@ LISTENING

C:\Documents and Settings\Heather.Scott>_

.cansec.local:
cansec—pcBh5.

.cansec.local:
.cansec.local:

RO ®

cansec—pcB5.cansec.local:@

"LISTENING"
LISTENING
LISTENING

LISTENING

LISTENING

LISTENING

LISTENING

LISTENING

LISTENING

LISTENING

LISTENING

LISTENING

LISTENING

LISTENING

=

NOTE: If you know which application is listening on port 5800, you
can close it using Windows® Task Manager:

1. Press CTRL+ALT+DEL.
2. Click on the Processes tab.

3. Select the appropriate process and click End Process.

Systems Ltd.
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7. If you do not know which application is listening on port 5800,
download a free port scanner application such as Nmap.

EXAMPLE: Using Nmap

Download and install Nmap.

Go to Start > Run.

Type cmd and press OK.

At the command prompt, type: c¢d "C:\Program Files\Nmap"
Press Enter.

Type nmap.exe and press Enter.

Type nmap -sT -PN -p5800 [Server PC IP Address]

Press Enter.

=L

Nmap will list any applications (services) listening on port 5800 as
shown below.

IC:\Program Files\Nmap>nmap —-sT —PN —p5808 16.8.8.62

Starting Nmap 4.85BETA18 ( http://nmap.org > at 2089-B6-23 18:57 Eastern Dayligh

it Time

Interesting ports on 18.8.8.62:
PORT STATE SERVICE
5808/tcp open wvnc—http

10.Use task manager to end the application or adjust the application's
connection settings to prevent it from using port 5800.

SmartLock® Surf Page 10 of 43
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Step 4. Network Setup

To allow remote computers on a WAN to connect to the Server PC running
SmartLock Surf, you must configure the router to reroute any incoming
traffic on port 80 to the Server PC.

1. Start your router's configuration software. For many routers, type the
router's IP address into the address bar on your internet browser.

2. Choose port 80 as the forwarded port.

3. Enter the IP address of the Server PC running SmartLock Surf as the
destination IP address.

4. Save the changes.

EXAMPLE: Using Linksys WRT54G Router

1. In your browser's address bar, enter the router's IP address.
2. Enter the username and password and press OK.
3. Click the Applications and Gaming tab.
4

. In the Port Range Forward section, enter the following
information:

e Application Name = Surf

e Start = 80

e End=80

e [P Address = [IP Address of the Server PC]|

5. Check the Enable box and click Save Settings.

Setup Wireless Security Reg;.:r';:tsi:ns Tg:ﬁ:ﬁ:ns
Paort Range Farward | Port Triggering | DihiZ |
Port Range
Application Start ‘ End Protocol IP Address Enable
Surf 80 to |80 Both + 10.0.062
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Step 5. Server Setup

This section describes the initial steps to configure the SmartLock Surf

system. These steps are typically done by the installation company or system
administrator.

Software settings are saved to the default location C:\Program
Files\Smartlock Surf\Pro\Data. It is good practice to backup this data folder on
a regular basis and when any significant changes have been made.

- Address |3 C\Program Files\smartiock SurfiPro
Folders X Mame

=1 1) Smartlock Surf A [Dcache
|2 Hetp |[Z)Data
Sha]ro | ] app.Lom
I Cache .ﬂ DR dil
) Data [ %] ibfs32.di
* () Wb [ %] keyGen.di
(%] mfeaz.di
%] M. dl
.ﬂ mswert, dil
=] pro.di
[£] Proconnect.log
2 proServer.exe

1. Go to Start > All Programs > SmartLock Surf > Launch Surf Server.

2. From the main menu, go to Server > Properties.
default {http: [ fransec-pc0g

i Server | Wiew Help

@ Restart

I Properties. ..
Exit

SmartLock® Surf Page 12 of 43
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3. On the Pro Server tab, enter the IP address of the Server PC.

Server Options E

General] Root Dir] Server Port Pro Server l

s Pro Server Connection Setup

= J Enter the IP address
pases <ﬂ of the Server PC
TCFFot  [5800

=

Pro Query Folder Path

o

|C: “Program Filez\Smartlock Surf\ProtData

QK | Cancel Apply

NOTE: if you do not know the IP Address of the Server PC:
1. Go to Start > Run.
2. Type cmd and press OK.

3. At the command prompt, type ipconfig and press enter.

4. The IP Address will be displayed as shown.

IC:\Documents and Settings\Heather.Scott>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix . : cansec.local
10 LT B T e A e A e S R | I

Subnet Mask H 255.256.255.0
Default Gateway : 10.8.6.1

Enter 5800 in the TCP Port field.

Enter the path to the SmartLock Pro Server data folder.
Example: C:\Program Files\Smartlock Pro Server\Data.

6. Click OK.
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7. Go to Start > All Programs > SmartLock Surf > Pro Server.

8. If you get an error message, port 5800 is not free. Repeat the
instructions in Step 3. Port Listening.

ProServer

\12 Pro interface initialization Failed

9. From the main menu, go to File > Setup and Configuration.
= Untitled - ProServer

i File | Controller  Wiew Help
Setup and Configuration
Operator Accounts

'r’: ) Clear Controller Timeouts

lia Reset Communication Counters

Exit

10. If you are using a CLAUSB communications device, choose a
communications port from the drop-down menu.

NOTE: If you do not know the port number:
1. Go to Start > Control Panel > System.
2. Click on the Hardware tab and choose Device Manager.

3. Expand the Ports section to display the port number (shown in
brackets). Refer to the CLAUSB configuration guide for jumper settings.

+ ‘a Cther devices

SO AP Crts (COM 2 LPT)

Communications Port (COM1L)
& 1SE sSerial Port (COMS)

+ ﬂ Processors

11. If you are finished configuring the system properties, click OK.
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To restrict access to the Pro Server software, follow the instructions below to
require a system password when the software is run. This section is optional.

12. In the Password section on the Pro Server Configuration window, check
Enable Password Protection.

8} Passwod

Enable Password Protection v

KRRXARXK

Login Password Phrase

4

13. Enter a password in the Login Password Phrase field.

14. If you are finished configuring the system properties, click OK.

NOTE: for more information about configuring the History and Auto
Void/Validate options, see Step 8. History and Audit and Step 7. Cardholders.
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Specify operator user names and passwords for people who will be managing
the SmartLock Surf access control system. An operator must enter his or her
user name and password before logging on to the SmartLock Surf software.
There is no default account, so you must set up at least one operator account.

1. Go to File > Operator Accounts.
File | Controller  Wiew Help
. Setup and Configuration

Operator Accounts

-
- 19
"

Clear Controller Timeouts
Reset Communication Counters

Exit

2. Click New.

Uszer Mame Passward

I ew Delete

3. A new operator account icon will appear in the User Accounts window.

/w Define web uzer accounts. Select an existing uzer to modify/delete or enter a new
u uzer name and password and press Add to create a new user account,

3

4. Enter a user name and password for the operator account.

Usger Mame Password

Heather Sgot e Mew Delete

5. Create additional operator accounts if necessary. There is no limit to the

number of operator accounts.

6. Operators will be automatically logged out of the SmartLock Surf
browser after a specified period of inactivity (max. 60 minutes).

7. Enter a new interval if desired.

Select the idle interval before session disconnection in minutes.

B =

8. Click OK.
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9. Online users will appear in the Active Sessions section of the Pro Server.

Ackive Sessions o

Session |d | User Mame | Address | Host | Logged In |
.t-J 1251837355 Heather Scott 100.059 cangec-pcOS.canzeclocal  Tuesdap, September 01, 2009 16:35:65
.t_J 1251837542 Kate Dawber 100059 cansec-pclf.canseclocal Tussday, September 07, 2009 16:33:02

) Double click a zession entry ta log that session out.

Step 6. Readers

Start Pro Server and Surf Server if not already running.
Launch Internet Explorer 7.0.
In the address bar, type the IP address of the Server PC.

AW N

Press Enter.

ﬂ" Smartlock Surf - Windows Internet Explorer.

@ Jw | hitp10,0,0,82

. File Edit Miew Favorites Tools  Help

W A || Smartlock Surf | |

5. Enter the user name and password of your operator account.

BB SsurfLogin

User Name Heather Scott
Password sessense
6. To log off, click the Log Off button.
SmartLock® Surf Page 17 of 43
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1. In the Readers section, click Add New Reader.

.
O
Add New
Reader

2. On the Information tab, enter the panel's unique address (1 to 30).

| Information || Connection H Relay ]| Intervals H History || Unlock |

". Address 1 |
Reader Name [Front Door R

Exit Reader Name i i

NOTE: the address of the panel is set using DIP
switches 1 thru 6. Refer to the SmartLock
Installation Manual for more details.

3. Enter a descriptive name for the reader and exit reader (if applicable).
4. Click on the Connection tab.

5. If you are using a CLAUSB, select Direct.

Information || Connection || Relay || Intervals || History || Unlock |

S€' Connection Type ® Direct O Network
Address/Host Name |

Port Number |:|
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6. If you are using a Canlan, select Network and enter the IP address (or
host name) and port number of the Canlan. See the Canlan Installation

Manual for more details.
Information || Connection || Relay || Intervals || History || Unlock |

i‘ Connection Type O Direct ® Network
Address/Host Name [1000.164
Port Number

7. Click on the Relay tab.

8. The SmartLock control panel's built-in OP2 relay can be used to
trigger a siren, strobe light, or other device when forced-entry or door-
held-open events occur.

9. Select which event(s) will trigger the relay.

10. If door contacts are installed, but there is no request-to-exit button or
pushbar at the door, a forced-entry event will occur whenever someone
exits the door. To disable forced entry detection in this case, check the
Disable Forced Entry Detection.
| Information || Connection || Relay History || Unlock

= Alarm Relay @ Activate Output on Forced Entry
cé; O Activate Output on Door Held Open
O Activate Qutput on Either Event

Operation Disable Forced Entry Detection
[COPower Lock on RTE

11. If a request-to-exit button, pushbar, or similar device is installed at the
door, check Power Lock on RTE to activate the lock when a request-
to-exit event occurs.

12. Click the Intervals tab.

| Information || Connection || Relay || Intervals || History || Unlock |

Unlock Time
Door Held Open Time

Anti-Passback Time D
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13. If desired, adjust the intervals.

This is the number of seconds the door will

Unlock Time .
remain unlocked after an access granted event.
This is the number of seconds the door can be
Door Held Open propped open before a door-held-open alarm
Time event is generated at the PC. (Door contact

required.)

This is the number of minutes before a cardholder
Anti-Passback Time | can reuse his credential at a reader. Default time is

0 minutes (disabled).

14. Click on the History tab.

| Information || Connection || Relay || Intervals || History || Unlock |

-

-

Event Options [“IRecord Exit Button Events
Record Access Granted Events
“IRecord Door Held Open Events

15. Select the events that will appear in the browser's History window and
stored in the audit file. If the control panel is not online with the PC,
the events will be stored in the audit buffer.

16. Click Save to save the reader settings.
17. Repeat for all readers.
18. Refresh your browser to view the changes.

NOTE: for more information about configuring the Unlock settings, see the
Door Unlock Schedules section on page 26.
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To edit a reader's settings, click the reader you wish to edit and click the Edit
icon on the sidebar.

To delete a reader, click the reader you wish to delete, click the Edit icon on

the sidebar and then click Delete.

Refresh your browser to view the changes.

Click on a reader to view its status. Status notifications will be indicated in
the appropriate box.

SmartLock® Surf

Users Access Profiles Unlock Holidays History

edit M FrontDoor

Unlock

Momentary
Lock Status Door Held Open Alarm Status
O o
Door currently Locked No Alarm
Lockout On
Lockout Off

Done

Lock Out Status O Forced Entry Alarm @
Door lock out Disabled No Alarm

Timed Anti-Passback 0 Communications Alarm G
Anti-Passback Disabled Controller Online
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Reader commands are available from the sidebar.

COMMAND DESCRIPTION

Unlocks a door in a maintained state. Door must be
Unlock

relocked by a command or by schedule.

Unlocks a door momentarily for the time specified in
Momentary , ,

the reader configuration.
Relock Relocks an unlocked door.

Disables a reader so that no cardholders can unlock the
Lockout On

door. Useful to prevent access to a hazardous area.

Remove the Lockout condition from a “locked out”
Lockout Off

reader.
Done Return to the main menu.

To test communications between the control panel and the communications
device (CLAUSB or Canlan) initiate a momentary unlock command from

the Server PC:
1. Click on the desired reader.
2. Click Momentary from the sidebar.

3. Bring up the Pro Server window.
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4. Click on the Controller Events tab.

Communication Stakistics | Controller Events

5. The unlock event will be shown.

Controller Events

D ate | Tirne | Ewent | [RENN Id Location

L dune 2. 1521 Maomentary Unlock By Remote Unknawan 0002041000 Contraller 1

You can also test the communications between the control pannel and the
communications device by checking the communication statistics from the

Server PC:
1. Bring up the Pro Server window.

2. Click on the Communication Statistics tab.

Communication Statistics || Contraller Events

3. Online controllers are indicated by a Green icon and offline
controllers by a Red icon.

Communication Statistics

Linit | Name Netwark Met Status | Offline | Pallz Timeouts
@1 Contraller 1 Mo Mo 22942 1]
. 2 Contraller 2 Mo Mo 2210 1]
e: Cantroller 3 Mo Yes 12 12
4 Controller 4 Yes Connecting Ma 0 i}
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[f communications is lost with the controllers, you can download user data
and reader configuration settings to the controllers manually once
communications are restored.

1. Bring up the Pro Server window.
2. Click the Download icon from the toolbar. a
3. Select which panels will be updated and click OK.

The SmartLock Surf software synchronizes the date and time of all readers
with the date and time of the Server PC. The date and time of all readers is
automatically updated once a day if the following conditions are met:

e The readers are online

e The software is running

e A date and time command has not already been initiated on that day

To manually update the date and time of all your system's panels:
1. Bring up the Pro Server window.
2. Click the Date and Time icon from the toolbar. ?\

3. The date and time for all of the panels will be updated with the Server
PC's date and time.

To manually adjust the date and time for daylight savings changes:

1. Make sure the date and time is correct on the Server PC.

SmartLock® Surf Page 24 of 43

conscc Operator Guide October 2009 ¢ Rev. 1.2
Systems Ltd.



2. To adjust the computer's date and time, double-click the time display
on the taskbar.

Date and Time Properties

Dake & Time | Time Zone

[Date Tirme

] [ |3

A
E 6 7 8 9 10 11

12 13 14 15 16 17 1%
19 20 21 22 23 24 5
26 B 28 79 30

9:39:41aM |3

Current time zone: Eastern Daylight Time

SmartLockPro_Cpe. .. i z Reader ¥

3. To have the computer's time automatically updated when daylight
savings changes occur, click the Time Zone tab and check
Automatically adjust clock for daylight savings changes.

Date and Time Properties

Date & Time | Time Zone |

1} Eastern Time §

< Automtically adjust clock for dawvlight saving changes

I Ok H Cancel ]

Smartloc a0 Fing '(JE: B ci44am

4, When the computer's date and time is correct, update the panels' date
and time by clicking the Date and Time icon in the Pro Server window.
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Unlock schedules automatically lock and unlock doors at specific times and
days. To create a new unlock schedule:

1. Click the Unlock tab from the SmartLock Surf browser interface.
2. Click one of the 60 available unlock schedules.

Uniitled

3. Enter a name for the unlock schedule.

4. Click-and-drag to select the times and days when the door will be
automatically unlocked. Selected times will turn green.

Edit Unlock Schedule

Enter Schedule Name: |9:00 to 5:00

2 [1] [2 & (s [el (7] (& [ol [1o] [
Sunday HEEREEEEE
Monday EHEEEEEE
Tuesday 0 e
weanesday [ HIHNHBEEEEEEEEN
Thursday |
Friday e o S e
Saturday HRDEEEEEEE
i¥ oam.  opm.
5. Click Save.
6. Now associate the unlock schedule with a reader.
7. Click the Readers tab from the SmartLock Surf browser interface.
8. Click the desired reader and click Edit from the sidebar.
9. Click the Unlock tab.
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10. Select the unlock schedule from the drop-down list.
| Information || Connection || Relay || Intervals || History || Unlock |

- Unlock Schedule Naone v
Mone “nlock Schedule on Holidays
Untitled fter First Card Use Only
Untitled
Untitled hd

11. Check Execute Unlock Schedule on Holidays if you would like the

door to automatically unlock even on holidays (see next section for
programming holidays).

12. Check Execute After First Card Use Only if you would like the

unlock schedule to take effect only after a valid access granted event.
| Information || Connection || Relay || Intervals || History || Unlock |

| Unlock Schedule 9:00 to 5:00 v

0 Execute Unlock Schedule on Holidays
[¥] Execute After First Card Use Only

13. Click Save.

SmartLock® Surf Page 27 of 43

conscc Operator Guide October 2009 ¢ Rev. 1.2
Systems Ltd.



Step 7. Cardholders

Access schedules specify when cardholders can use their credentials to access
a door. To create a new access schedule:

1. Click the Access tab from the SmartLock Surf browser interface.
2. Click one of the six available access schedules.
Untitled

3. Enter a name for the access schedule.
4. Select the days and times when cardholders can use their credentials to

unlock a door.

5. Click Save.

Holidays can be defined so that automatic door unlock schedules and access
schedules do not take effect on the day specified. To create a new holiday:

1. Click the Holidays tab.
2. Double-lick one of the 60 available holiday schedules.

Undefined
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3. Use the arrows to select the month, and then click on the desired day.

f—r.
Edit System Holiday

Select a new holiday date from the calendar, or ?
press Cancel to return to Holiday View window «

June, 2009
< Today 5 #

wh

Sun Mon Tue Wed Thu Fri Sat

22
23

Holiday Date 24 14 15 16 17 18 13 20
a5 21 22 23| 24 25 B 7
6/24/2009 [ Save] [ Cancel | i
| st |

i 2 3 4 5 6
7 8 9 10 11 12 13

4. Click Save.

NOTE: Holidays do not repeat and should
be updated on a yearly basis.

User profiles specify which doors a group of cardholders can access, and link
those doors with access schedule that define when those cardholders can

access them. To create a new user profile:

1. Click the Profiles tab.
2. Click Add New Profile.

Add MNew Profile

3. On the Name tab, enter a name for the user profile.

4. On the Access tab, select a reader (or readers).

SmartLock® Surf
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5. Click an access schedule to apply it to the reader.

| Name || Access || Holidays || Special |

\_ ./ Assignan Access Schedule for each Reader

Controller 1

24-7

No Access

Controller 2

247

24-7

Untitled

Untitled

Untitled

Untitled

Untitled

[ Previous ] ’

6. Cardholders who belong to this profile will only be able to access the
reader during the times specified in the access profile.

7. Repeat for all readers.

8. On the Holidays tab, select which readers cardholders belonging to this

profile can access during a holiday.

Name || Access || Holidays || Special |

& Select whether access is granted on a holiday

Caontroller 1
1 |Controller 2

Previous ] [ MNext

SmartLock® Surf
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9. On the Special tab, select readers cardholders belonging to this profile
can lock or unlock in a maintained state by presenting their credential
twice (double-bumping).

10. Click Save.

ADD CARDHOLDERS

1. Click the Users tab.
2. Click Add New User.

Add New User

3. On the Identification tab, enter the 10-digit User ID number of the
cardholder. Add leading zeroes if necessary to make 10 digits.

J Identification || Fields || Notes || Access |
% Userld
User name |Heather Scott |
Auto Validate Date | June v|[23 |[2009 ¥|
Auto Void Date |.Jar1uaryr V||1 ||2054} V|
Limited Use Card O
Usage Count D

NOTE: The first five digits are the system code and
the last five digits are the credential ID number.
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4. Enter the name of the cardholder. Keep in mind that cardholder
searches are case sensitive, so enter all names using the same
convention.

5. If you would like the credential to be automatically validated/voided,
(optional) enable Auto Void and Validation by going to File > Setup
and Configuration in the Pro Server window.

2 [ntitled - ProServer

i File | Controller View Help

Setup and Configuration | 9
1769 Clear Controller Timeouts l Event
"1 Reset Communication Counters

Exit

6. Check the Enable auto void and validation box.

7. Choose a time you'd like the SmartLock Surf software to do a daily
auto validate/void update.

@ Auto YoidAalidate

Enable auto woid and +walidation
Scheduled Run Time: |'|2:EIEI:EIEI AWM =

8. Click OK.

NOTE: both Pro Server and Surf Server must be running for the auto
validate/void feature to take effect.

9. On the Identification tab, enter auto validate/void dates.
Auto Validate Date June w23 2009 v
Auto Void Date January ¥ ||1 2050 |+

10. The cardholder's credential will be automatically validated/voided.
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11. To restrict the number of times the cardholder can use his credential,

check Limited Use Card and enter the maximum number of times the
credential can be used in the Usage Count field. When the maximum
use count is reached, you will receive a User Voided event message and
the credential will no longer be valid.

Limited Use Card

Usage Count

NOTE: To add more uses to the credential after it has been voided,
increase the maximum use count, and then select an access profile
from the Access tab.

12. Click on the Fields tab.

13. Enter optional information about the cardholder.

| Identification || Fields || Notes || Access |

User Field1 |department sales [ marketing |
User Field2 |extention: 241 |
User Field3 |emai|: heather.scoﬂ@cansec.com|
User Field4 |ofice: 3A |
User Field5 |start date: 2/7/2008 |

14. Add any additional information about the cardholder or credential

on the Notes tab.

15. Click the Access tab.

16. Choose an access profile from the drop-down menu.

| Identification || Fields || Notes || Access |

ﬁ Access Profile Al Staff v

Marning Shift
No Access

17. Click Save.

18. If the system's panels are online, the user data will be automatically

downloaded.

[A) Cansec

Systems Ltd.
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To edit a cardholder's settings, click on the cardholder you wish to edit.

To delete a cardholder, click the cardholder you wish to delete and click the
Delete icon.

X (===

NOTE: only the first 100 cardholders are displayed in the Users section. To
display a particular cardholder, search for the user using one of the methods
below.

There are a number of options available for searching for a cardholder. These
are selected from the search toolbar. Available search options include:

o Select All Records - Displays the first 100 records by ID number.

e Search By ID - Specify an ID range by entering values in the From and
To fields. ID numbers in the range specified will be displayed. To
search for a specific ID, enter the ID in both the From and To fields.

e Search By Name - Enter a user name, part of a user name, or first
initials in the From and To fields to display users with that name.
Search criteria is case sensitive.

e Search By User Information Fields - Enter a phone number,
department, or other optional data saved in the user information
fields to display users with that information.

1. Select one of the search methods from the drop-down menu.

m Search By Name %

Select All Records
Search By Id
Search By Field1
Search By Field2
Search By Field3

Search By Field4
Search By Field5

2. Entered the desired data in the From and To fields.
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3. Click Search to view the users who match the criteria you entered.

A Scarch By Name v EESHTTE A To I Search

S & & &L &

Add New User  Heather Scott Kate Dawber Michael Sorokin ~ Minh Nauyen

1. Search values are case sensitive.

o

. If the From and To fields are blank, all records are displayed.

(O8]

. If you defined names for the user information fields, the field names
will be displayed in the search criteria drop-down menu.

4. To return to the default view, choose the Select All Records option
and click Search.

5. Only the first 100 cardholders are displayed in the User section. To
find a cardholder not displayed, search for the user using one of the
search methods on page 43.
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Step 8. History and Audit

The SmartLock Surf software records all events on the Server PC. Because
SmartLock Surf is a “real-time” system, these events are constantly being
recorded in one file, called the Current History File. To specify the size of the
current history file:

1. Bring up the Pro Server window.

2. Go to File > Setup and Configuration.

i Untitled - ProServer

i File | Controller  Wiew Help
Setup and Configuration
Operator Accounts

.
©7 | Clear Controller Timeouts

Reset Communication Counters

Exit

3. Enter the maximum file size in the Maximum History File Size field.

[:;5 Hiztary

bd axirnurm Hiztary File Size o024 2

MHumber of Hiztory Files to Retain 100 -

Once the current history file reaches the maximum specified file size, it is
archived as a backup file for future viewing and reporting. To specify the
number of backup files to store:

4. Enter the maximum number of files in the Number of History Files
to Retain field.

Once the number of backup files reaches the maximum, the oldest backup
file will be deleted to make room for the newest file.

NOTE: the default settings (shown above) will require approximately 100
MB of space.
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The SmartLock control panel holds a maximum of 1,000 events in memory.
This is useful to know when the panel is offline and events cannot be sent to
the computer. When 1,000 events have been stored in the on-board memory,
a new event will replace the oldest event.

To view all history events stored in the Current History File:
1. Click the History tab from the SmartLock Surf browser interface.
2. The current history events for the current day will be displayed.

To view archived history events in backup files:

3. Select a backup file from the drop-down menu.
a Current History File ~ M Todays Events ~§ Run Que Edit Query

Current History File y
| D205 0626 16-10-49 pkup

June 26, 2009 16:10  Unlock Schedule Downloaded

History filters make it easy to find specific events. You can use a history filter
to search for events based on: date and time, event type, user name, etc.
History filters can be saved to make future searches faster.

To create a history filter:
1. Click the Edit Query icon.

Edit Query
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2. Select a Starting Date and Time and Ending Date and Time. The
filter will retrieve all events that occured in this range.

S—

5” Edit History Filter

Starting Date and Time Ending Date and Time

? June, 2009

w | o« Today i
wk | Sun Mon Tue Wed Thu Fri Sat
22 1 2 3 4 5 &

23 7 8 9 10 11 12 13
24 14 15 16 17 18 19 20
25 21 22 23 24 25| 26 27
26 28 29 30

ke |

Select the start date from the calendar above and
enter the starting time in the edit boxes below.

7 June, 2009

« | « Today | o=
wk [5un Mon Tue Wed Thu Fri Sat
22 1 2 3 4 5 ]

23 7 8 9 10 11 12 13
24 14 15 1 17 18 19 20
25( 21 22 23 24 25| 26 27
250 28 29 30

|

Select the end date from the calendar above and
enter the ending time in the edit boxes below.

Date
6/26/2009 |

Minute
oo |

Date
6/26/2009 |

Hour
o |

Hour
=l

Minute
59 |

Select the type of event(s).
Enter a user name to retrieve events from only this user. (Optional.)

Select a reader or readers. The filter will only retrieve events that
occurred at the selected readers.

Events to Include

[?]Access Denied
[ Access Granted
[OReader Unlocked
[JReader Relocked
ODoor Alarms
ORequest to Exit

Filter Events by User Name

Readers to Include

Controller 1
Controller 2

Ogomooio| Q| =&

[ Prewvious H MNext

6. Give the filter a name and click Save As.

| SaveAs | |}'—\ccess Denied |

[A) Cansec
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7. Choose the saved filter from the drop-down menu on the history
toolbar and click Run Query.
Current History File ~ B Todays Events VI Run Oue; l Edit Query !

_ All Events L

Access Granted

8. The filter results will be displayed in the history view menu.

User 1D Location

Event

& June 25, 2009 15:31 Access Denied - Not In Database Kate Dawber 0162122888 Controller 2
é June 25, 2009 15:31 Access Denied - Not In Database Zaira Shaal 0000100162 Controller 2
a June 25, 2009 15:31 Access Denied - Not In Database Zaira Shaal 0000100162 Controller 1

9. To reset the display to show all events in the history file, select All
Events from the drop-down menu and click Run Query.
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Appendix

SmartLock Pro Server T —
This folder contains user data, reader YUY OR G w el S
Thread | Date Time Event_ | Details Source R...| P... | Connection o)
Settings audlt logs and Other files that @m July 6, 2008 12:05:08 User  Get MNext B 10.0.0.58 Ack Yes Establish =
) @Dl July 6, 2009 12:05:08 User Get Mext N 10.0.0.59 Ack Yes Establish i
the aCCess COIltI‘Ol system uses to grant ool Frenss 2
Date | Time | Event | Wame Id [ Location ~
) JupB,2009 10:17 Date and Time Updated Controller 1 —
or deny access at the door‘ "Ju\jE,ZDDS 017 DateandTimeUzdatEd Controller 2
Communication Statistics | Controllsr Events
Ready L um

The Pro Server software maintains
communication with the control panels.

T default (htp:/icansec-p05) - Hitp Server

SmartLock Surf Server
This folder contains the Smart Lock
Surf web server.

ot rogra Nepf00,
58 404 ot Fourel 0708108121959 Hetps]/10.0,059] e hm
1330 Nk Modied 59 07106108 12:19:59  heps]/10.0.0.59]Userview.him

Walting for web accesses... Uptime: 03h 58m

The Surf Server software is the web server

for SmartLock Surf.

SmartLock Web Site . SmartLock® Surf

This folder contains the html files and TR T T
applications used to display the ]
. Demo Stand Configuration
browser interface. S
v Address n
Reader Name Front Door

Exit Reader Name

User, reader, and history management is done
through the Internet Explorer browser interface.
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Back-up your data! Settings defined in the software such as Readers, Users
and Profiles are saved to the default location C:\Program Files\Smartlock
Surf\Pro\Data. Save a back-up copy of your data folder in another location
on your computer, on portable memory (flash disk or CD-RW) or another
computer or drive on your network on a regular basis and when any
significant changes have been made.
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® SmartLock is a registered trademark of Cansec Systems Ltd.
® iButton is a registered trademark of Maxim Integrated Products, Inc.
® Windows is a registered trademark of Microsoft Corporation in the United States and/or other countries.
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